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UNIT-1

Introduction to Cloud Computing

Cloud Computing is the combination of Network with Internet. Itis a technology which
is manipulating, configuring, and accessing the hardware and software resources remotely. It
offers online data storage, infrastructure, and application. It is the on-demand delivery of IT

resources over the Internet.

Instead of buying, owning, and maintaining
physical data centres and servers, one can
access technology services, such as
computing power, storage, and databases,
on an as-needed basis from a cloud server.

Cloud computing  offers platform
independency, that means software is not
required to be installed in a local PC.

In a cloud computing system the Remote
Servers are responsible for running
everything from e-mail to word processing
to complex data analysis programs for the
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client users and all the computing process owned by another company.

Cloud can provide services over public and private networks, i.e., WAN, LAN or VPN.
Applications like e-mail, web conferencing, customer relationship management (CRM) executes
on cloud.

Advantages of Cloud Computing

Back-up and restore data: Once the data is stored in the cloud, it is easier to get back-
up and restore that data using the cloud computing technology.

Improved collaboration: Cloud applications have improved collaboration by allowing
groups of people to share information in the cloud quickly and easily.

Excellent accessibility: It allows us to access and store data or information quickly and
easily from anywhere and anytime using internet connection. Ultimately it increases
the productivity and efficiency of the organization.

Low maintenance cost: Cloud computing reduces both hardware and software
maintenance costs for an organization.

Mobility: Cloud computing allows us to easily access all cloud data while on roaming.
Unlimited storage capacity: Cloud offers us a huge amount of storage capacity for
storing our data such as documents, images, audio, video, etc. in one place.

Data security: Data security is one of the biggest advantages of cloud computing. Cloud
features related to security and ensures that the data is safe.

Cloud Computing 1




Disadvantages of Cloud Computing

e Internet Connectivity: Cloud Server can be accessed only through internet. So if there is
no good internet connectivity or no internet connection, than the data cannot be
accessed properly.

e Vendor lock-in: Vendor lock-in is the biggest disadvantage of cloud computing.
Organizations may face problems when transferring their services from one vendor to
another. As different vendors provide different platforms, that creates a problem to move
data from one cloud to another.

e Limited Control: As we know, cloud infrastructure is completely owned, managed, and
monitored by the service provider, so the cloud users have less control on the cloud
servers.

e Security: Although cloud service providers implement the best security standards, but
before adopting cloud technology, the organization must be aware that they are
handing over all the organization's sensitive information to a third party, which is a
cloud computing service provider. While sending the data on the cloud, there may be a
chance that your organization's information is hacked by Hackers.

Types of Cloud Types of Cloud

There are the following 4 types of cloud that
you can deploy according to the

v v v
organization's requirements. @Q

Public Cloud PUBLIC PRIVATE HYBRID COMMUNITY
CLOUD CLOUD cLouD cLouD

Public cloud is open to all to store and access information through Internet using the pay-per-
usage method. In public cloud, computing resources are managed and operated by the Cloud
Service Provider (CSP).

Example: Amazon elastic compute cloud (EC2), IBM
Smart Cloud Enterprise, Microsoft, Google App
Engine, Windows Azure Services Platform.

PUBLIC

CLOuUD

-
Advantages of Public Cloud

o Public cloud is owned at a lower cost than the private and hybrid cloud.

o Public cloud is maintained by the cloud service provider, so do not need to worry

about the maintenance.

o Public cloud is easier to integrate. Hence it offers a better flexibility approach to

consumers.

o Public cloud is location independent because its services are delivered through the

internet.
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Disadvantages of Public Cloud

Public Cloud is less secure because resources are shared publicly.

Performance depends upon the high-speed internet network link to the cloud
provider.

The Client has no control of data.

Private Cloud

Private
cloud or corporate cloud. It is used by organizations to

\/'-\7
cloud is also known as an internal PRIVATE
CLOUD

build and manage their own data centres internally or

by the third party.

Based on the location and management, National E

Institute of Standards and Technology (NIST) divide ORGANIZATION SECURITY
private cloud into the following two parts-

o

o

On-premise private cloud

Outsourced private cloud

Advantages of Private Cloud

o

o

Private cloud provides a high level of security and privacy to the users.
Private cloud offers better performance with improved speed and space capacity.
It allows the IT team to quickly allocate and deliver on-demand IT resources.

The organization has full control over the cloud because it is managed by the

organization itself. So, there is no need for the organization to depends on anybody.

It is suitable for organizations that require a separate cloud for their personal use and

data security is the first priority.

Disadvantages of Private Cloud

o

o

Skilled people are required to manage and operate cloud services.
Private cloud is accessible within the organization, so the area of operations is limited.

Private cloud is not suitable for organizations that have a high user base, and
organizations that do not have the prebuilt infrastructure, sufficient manpower to

maintain and manage the cloud.
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Hybrid Cloud

Hybrid Cloud is a combination of the public cloud
and the private cloud.

HYBRID

It is partially secure because the services which are
running on the public cloud can be accessed by
anyone, while the services which are running on a
private cloud can be accessed only by the
organization's users.

PUBLIC
CLOUD

PRIVATE
CLOUD

Example: Google Application Suite (Gmail, Google
Apps, and Google Drive), Office 365 (MS Office on the Web and One Drive), Amazon Web
Services.

Advantages of Hybrid Cloud

o Hybrid cloud is suitable for organizations that require more security than the public

cloud.
o Hybrid cloud helps you to deliver new products and services more quickly.
o Hybrid cloud provides an excellent way to reduce the risk.

o Hybrid cloud offers flexible resources because of the public cloud and secure resources

because of the private cloud.

Disadvantages of Hybrid Cloud

o InHybrid Cloud, security feature is not as good as the private cloud.

o Managing a hybrid cloud is complex because it is difficult to manage more than one

type of deployment model.

o Inthe hybrid cloud, the reliability of the services depends on cloud service providers.

Community Cloud

Community cloud allows systems and
services to be accessible by a group of several
organizations to share the information
between the organization and a specific
community. It is owned, managed, and
operated by one or more organizations in the
community, a third party, or a combination
of them.

Community Cloud

Example: Health Care community cloud
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Advantages of Community Cloud

O O O O

Community cloud is cost-effective because the whole cloud is being shared by several
organizations or communities.

Community cloud is suitable for organizations that want to have a collaborative cloud
with more

security features than the public cloud.

It provides better security than the public cloud.

It provides collaborative and distributive environment.

Community cloud allows us to share cloud resources, infrastructure, and other
capabilities among various organizations.

Disadvantages of Community Cloud

O O O O

Community cloud is not a good choice for every organization.

Security features are not as good as the private cloud.

It is not suitable if there is no collaboration.

The fixed amount of data storage and bandwidth is shared among all community
members.

Historical development

History of Cloud Computing

Before emerging the cloud computing, there was Client/Server computing which is basically a
centralized storage in which all the software applications, all the data and all the controls are
resided on the server side. If a single user wants to access specific data or run a program, he/she
need to connect to the server and then gain appropriate access, and then he/she can do his/her
business.

The concept of Cloud Computing came into existence in the year 1950 with implementation of
mainframe computers, accessible via thin/static clients. Since then, cloud computing has been
evolved from static clients to dynamic ones and from software to services.

Vision of Cloud Computing

The vision of cloud computing are

1.

Cloud computing provides the facility of virtual hardware, runtime environment and
services to an individual or an organization.

The service of cloud server can be accessed as long as the user needed. There is no
requirement of any upfront commitment.

The entire collection of computing system is transformed into a collection of utilities,
which can be provisioned and composed together to deploy systems in hours rather
than days, with no maintenance costs.
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1 need to grow my | have a lot of
Infrastructure, but infrastructure that |
| do not know for want to rent .,
how long..

| have a surplus of
Infrastructure that |

| cannot Invest in
infrastructure, |
Just startec my
business...,

| have infrastructure
and middieware and |
can host applications

| want to focus on
application logic and
not maintenance and
scalability Issues

| have infrastructure
and provide
application services

| want to access and

odit my documents
and photes from
everywhere..

4. Thelong term vision of a cloud computing is that, IT services and business can be traded
as an utilities in an open market without any technological and legal barriers.

5. Due to the existence of a global platform for trading cloud services will also help service
providers to potentially increase their revenue.

6. A cloud provider can also become a consumer of a competitor service in order to fulfil
its promises to customers.

Characteristics of Cloud computing

According to NIST (National institute of standards) there are five essential characteristics of
cloud computing:

1. On Demand Self Service: User gets on demand computer services like email, applications etc.
without interacting with the service provider. Some of the cloud service providers are- Amazon
Web Service, Microsoft, IBM, Salesforce.com

2. Broad network access: Cloud services is available over the network and can be accessed by
different clients through Cell phone, IPAD, TAB, Laptops etc.

3. Resource pooling: Same resources can be used by more than one customer at a same time.
For example- storage and network bandwidth can be used by any number of customers and
without knowing the exact location of that resource.

4. Rapid elasticity: On users demand cloud services can be available and released. Cloud service
capabilities are unlimited and can be accessed at any time.

5. Measured service: Resources used by the users can be monitored, controlled. The reports are

available for both cloud providers and consumers. On the basis of this measured reports cloud
system automatically controls and optimizes the resources based on the type of services.

Cloud Computing 6




Cloud computing Reference model

The cloud computing reference model is an conceptual model that characterize and standardize
the functions of a cloud computing environment by partitioning it into conceptual layers and
cross-layer functions. This reference model groups the cloud computing functions and activities
into five logical layers and three cross-layer functions.

CLOUD INFRASTRUCTURE

Service
Management

Business Security
Continuity

Self-Service Service
Portal Catalog

Orchestration
Software

Control Layer
Control
Software

Virtual Layer

Fault
Tolerance
Mechanisms

Virtualization Virtual Resource
Software Resources Pools
Physical Layer

Security
Mechanisms

Service
Portfolio
Management

Replication

Operation
Management

GRC

Cloud computing layers

Physical Layer
e Itis the Foundation layer of the cloud infrastructure.

e It Specifies entities that operate at this layer : Compute systems, network devices and
storage devices. Operating environment, protocol, tools and processes.
e Itexecutes the request which is generated by the virtualization and control layer.

Virtual Layer

e Deployed on the physical layer.

e It Specifies the entities that operate at this layer like Virtualization software, resource
pools, virtual resources.

e It Executes the requests generated by control layer.

Control Layer

e Deployed either on virtual layer or on physical layer

e It controls and manages the required software

e It enables resource configuration, resource pool configuration and resource
provisioning. Executes requests generated by service layer.
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Service Orchestration Layer

e Specifies the entities that operate at this layer i.e. Orchestration software.
e It provides workflows for executing automated tasks.

Service Layer

e Consumers interact and consume cloud resources via this layer.

e It specifies the entities that operate at this layer : Service catalogue and self-service
portal.

e Functions of service layer : It stores information about cloud services in service
catalogue and presents them to the consumers. It enables consumer to access and
manage cloud services via a self-service portal.

Cross-layer function

Business continuity
Itis responsible for any kind faults as well as responsible for data replication and
backup.

Security
It provides secure data transmission between Cloud and consumer. It protects

consumer’s information

Service Management
Specifies adoption of activities related to service portfolio management and service operation
management.

Service portfolio management :

o Define the service roadmap, service features, and service levels

e Assess and prioritize where investments across the service portfolio are most needed

e Establish budgeting and pricing

e Deal with consumers in supporting activities such as taking orders, processing bills, and
collecting payments

Service operation management :

e Enables infrastructure configuration and resource provisioning
Enable problem resolution

Enables capacity and availability management

Enables compliance conformance

Enables monitoring cloud services and their constituent elements

Cloud Computing 8




Cloud computing environment

In a cloud environment, consumers can deploy and run their software applications on a
sophisticated infrastructure that is owned and managed by cloud provider (e.g., Amazon Web
Services, Microsoft Azure, and Google Cloud Platform). Following are the Cloud Computing
Environments.

1. Application development: Cloud computing provides application services that is same
as the behaviour of a desktop applications that are completely hosted and managed
by the cloud services providers. Example- Web Browsing, Email, Online Purchase etc.

2. Infrastructure and system development: It is a technology that integrates cloud
recourses like Cloud Server, Cloud Network etc. with the consumer’s network so that
the user will access data and information form the cloud server. It also provides the
solutions to add and remove resources.

3. Computing platforms and technologies: It provides the benefit to different platforms
and frameworks that provides different types of services. Some of the cloud
computing platforms and technologies are:

e Amazon web services (AWS): Provides customers with a wide array of cloud services.

e Google AppEngine: For developing and hosting web applications in Google-managed data
centres.

e Salesforce.com: Itis a cloud computing SaaS company that specializes in customer
relationship management (CRM).

Cloud Service requirements

1. Efficiency / cost reduction: By using cloud infrastructure, you don't have to spend huge
amounts of money on purchasing and maintaining equipment.

2. Data security: Cloud offers many advanced security features that secured the stored
data. Cloud storage providers implement baseline protections for their platforms like
authentication, access, control, and encryption.

3. Scalability: Different companies have different IT needs -- a large enterprise of 1000+
employees won't have the same IT requirements as a start-up. Using cloud is a great
solution because it enables enterprise to efficiently and quickly according to their
business demands.

4. Mobility: Cloud computing allows mobile access to corporate data through
smartphones and devices, which is a great way to ensure that no one is ever left out of
the network. Staff with busy schedules, or away from the corporate office, can use this
feature to keep instantly up-to-date with clients and co-workers.

5. Disaster recovery: Data loss is a major concern for all organizations, along with data
security. Storing the data in the cloud guarantees that data is always available, even if
the client equipment like laptops or PCs, is damaged. Cloud-based services provides
quick data recovery for all kinds of emergency situation.
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6. Control: Cloud enables you complete visibility and control over the data. One can easily
decide which users have what type of data can be accessed.

7. Market reach: The development of cloud technology ensures the Market reach very
easily and quickly for the new IT companies.

8. Automatic Software Updates: Cloud-based applications automatically refresh and
update themselves.

Cloud and Dynamic Infrastructure [r— [r—
Service | | Asset

) _ management | management
1. Service management: This type of e ERriaron st

services is provided to the IT based
companies by the cloud service | s 1 .
P v o . Virtualization and | Information
providers.  This  facility includes dat | | Infractruct
automation and control of the IT | Consorisauon L Inrastructure
company.

2. Asset-Management: In this the assets or | :
the property which is involved in | Energy Efﬂciency ‘ Security
providing the cloud services are getting
managed.

3. Virtualization and consolidation: 1
Consolidation is an effort ’Fo reduF:e the Resilience !
cost of a technology by improving its ; J
operating efficiency and effectiveness. It
means migrating from large number of resources to fewer one, which is done by
virtualization technology.

4. Information Infrastructure: It helps the business organizations to achieve the various
Information like compliance, availability of resources, preservation and security
objectives.

5. Energy-Efficiency: Due to energy efficiency, it is not likely to damage or effect any other
things of the IT infrastructure or organization.

6. Security: The Cloud infrastructure is responsible for the risk management. Risk
management Refers to the risks involved in the services which are being provided by the

cloud-service providers.

7. Resilience (Flexibility): Due to flexibility the infrastructure is safe from all sides and the
IT operations will not be easily get affected.

Cloud Computing 10




Cloud Adoption

Cloud adoption means adopting
a service or technology from
another cloud service provider.

Here Cloud means the
environment of cloud where the
cloud services are being
operated. Adoption term states
that accepting the services of
new Technology.

Flexibility

Increased
Resource Sharing

Business
Agility

Fadilitates
Innovation

BENEFITS OF
CLOUD ADOPTION

Great
Efficiency
The Cloud adoption is at a Lower Price
suitable for low priority

business applications.

Collaboration

It supports some interactive applications that combines two or more data sources. For
example:-if a company requires to grow his business in the whole country in a short span
of time then it must need a quick promotion or short promotion across the country
adopting cloud technology.

Cloud Adoption is useful when the recovery management, backup recovery based
implementations are required.

It will work well with research and development projects. It means the testing of new
services, design models and also the applications that can be get adjusted on small
servers.

Applications which requires different level of infrastructure throughout the day or
throughout the month should be deployed Through the cloud.

Cloud applications

Cloud Computing has its applications in almost all the fields such as business, entertainment,
data storage, social networking, management, entertainment, education, art and GPS (Global
Positioning System), etc. Some of the widely famous cloud computing applications are

Business Applications

Cloud computing has made businesses more collaborative and easy by incorporating
various apps such as MailChimp, Chatter, Google Apps for business, and Quickbooks.

e  MailChimp: MailChimp is an email publishing platform which provides various
options to design, send, and save templates for emails.

e Chatter: Chatter helps us to share important information about the organization in
real time.
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e Quickbooks: Quickbooks works on the terminology "Run Enterprise anytime,
anywhere, on any device." It provides online accounting solutions for the business.
It allows more than 20 users to work simultaneously on the same system.

e Data Storage and Backup

Cloud computing allows us to store information (data, files, images, audios, and videos) on
the cloud and access this information using an internet connection. As the cloud provider is
responsible for providing security, so they offer various backup recovery application for
retrieving the lost data. A list of data storage and backup applications in the cloud are given below -

e Box.com: Box provides an online environment for secure content management,
workflow, and collaboration. It allows us to store different files such as Excel, Word,
PDF, and images on the cloud. The main advantage of using box is that it provides
drag & drop service for files and easily integrates with Office 365, G Suite, Salesforce,
and more than 1400 tools.

e Mozy: Mozy provides powerful online backup solutions for our personal and
business data. It schedules automatically back up for each day at a specific time.

e  Oukuu: Joukuu provides the simplest way to share and track cloud-based backup
files. Many users use joukuu to search files, folders, and collaborate on documents.

e Google G Suite: Google G Suite is one of the best cloud
storage and backup application. It includes Google Calendar, Docs, Forms, Google+,
Hangouts, as well as cloud storage and tools for managing cloud apps. The most
popular app in the Google G Suite is Gmail. Gmail offers free email services to users.

e Management Applications

Cloud computing offers various cloud management tools which help admins to manage
all types of cloud activities, such as resource deployment, data integration, and disaster
recovery. These management tools also provide administrative control over the
platforms, applications, and infrastructure. Some important management applications
are -

o Toggl: Toggl helps users to track allocated time period for a particular project.

e Evernote: Evernote allows you to sync and save your recorded notes, typed
notes, and other notes in one convenient place. It is available for both free as well
as a paid version. It uses platforms like Windows, macOS, Android, iOS, Browser,
and Unix.

e  Outright: Outright is used by management users for the purpose of accounts. It
helps to track income, expenses, profits, and losses in real-time environment.

e GoToMeeting: GoToMeeting provides Video Conferencing and online meeting

apps, which allows you to start a meeting with your business partners from anytime,
anywhere using mobile phones or tablets. Using GoToMeeting app, you can perform
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the tasks related to the management such as join meetings in seconds, view
presentations on the shared screen, get alerts for upcoming meetings, etc.

Social Applications

Social cloud applications allow a large number of users to connect with each other using
social networking applications such as Facebook, Twitter, Linkedln, etc.

Following are some of cloud based social applications -

Facebook: Facebook is a social networking website which allows active users to
share files, photos, videos, status, more to their friends, relatives, and business
partners using the cloud storage system. On Facebook, we will always get
notifications when our friends like and comment on the posts.

Twitter: Twitter is a social networking site. It is a microblogging system. It allows
users to follow high profile celebrities, friends, relatives, and receive news. It sends

and receives short posts called tweets.

Yammer: Yammer is the best team collaboration tool that allows a team of
employees to chat, share images, documents, and videos.

LinkedIn: LinkedIn is a social network for students, freshers, and professionals.

Art Applications

Cloud computing offers various art applications for quickly and easily design attractive
cards, booklets, and images.

Some most commonly used cloud art applications are given below:

Moo: Moo is one of the best cloud art applications. It is used for designing and
printing business cards, postcards, and mini cards.

Vistaprint: Vistaprint allows us to easily design various printed marketing products
such as business cards, Postcards, Booklets, and wedding invitations cards.

Adobe Creative Cloud: Adobe creative cloud is made for designers, artists,
filmmakers, and other creative professionals. It is a suite of apps which includes
PhotoShop image editing programming, |Illustrator, InDesign, TypeKit,
Dreamweaver, XD, and Audition.

e Education Applications

Cloud computing in the education sector becomes very popular. It offers various online distance
learning platforms and student information portals to the students. The advantage of using
cloud in the field of education is that it offers strong virtual classroom environments, Ease of
accessibility, secure data storage, scalability, greater reach for the students, and minimal
hardware requirements for the applications.

These are the following education applications offered by the cloud -
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e Google Apps for Education: Google Apps for Education is the most widely used
platform for free web-based email, calendar, documents, and collaborative study.

e Chromebooks for Education: Chromebook for Education is one of the most
important Google's projects. It is designed for the purpose that it enhances
education innovation.

e Tablets with Google Play for Education: It allows educators to quickly implement
the latest technology solutions into the classroom and make it available to their

students.

e AWS in Education: AWS cloud provides an education-friendly environment to
universities, community colleges, and schools.

e Entertainment Applications

Entertainment industries use a multi-cloud strategy to interact with the target
audience. Cloud computing offers various entertainment applications such as online
games and video conferencing.

e Online games: Today, cloud gaming becomes one of the most important
entertainment media. It offers various online games that run remotely from the
cloud. The best cloud gaming services are GeForce Now, Vortex, Project xCloud,
and PlayStation Now.

o Video Conferencing Apps: Video conferencing apps provides a simple and
instant connected experience. It allows us to communicate with our business
partners, friends, and relatives using a cloud-based video conferencing. The
benefits of using video conferencing are that it reduces cost, increases
efficiency, and removes interoperability.
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UNIT-2

Cloud Computing Architecture

Architecture of Cloud Computing

Storte

Cloud computing architecture is a Client Infrastructure Front End

combination of service-oriented 0

arch.ltecture and event-driven . e

architecture. Cloud computing I

architecture is divided into the following

two parts

° BaCk End % g Back End

c v
3 [ soe |

The below diagram shows the
architecture of cloud computing -

Front End

The front end is used by the client. It contains client-side interfaces and applications that are
required to access the cloud computing platforms. The front end includes web browsers
(including Chrome, Firefox, internet explorer, etc.), thin & fat clients, tablets, and mobile
devices.

Back End

The back end is used by the service provider. It manages all the resources that are required to
provide cloud computing services. It includes a huge amount of data storage, security
mechanism, virtual machines, deploying models, servers, traffic control mechanisms, etc.

Components of Cloud Computing Architecture

These are the following components of cloud computing architecture -

1. Client Infrastructure: Client Infrastructure is a Front end component. It provides GUI
(Graphical User Interface) to interact with the cloud.

2. Application: The application may be any software or platform that a client wants to access.

3. Service: A Cloud Services manages that which type of service you access according to the
client’s requirement.

Cloud computing offers the following three type of services:
i. Software as a Service (SaaS) — It is also known as cloud application services. Mostly,
SaaS applications run directly through the web browser means we do not require to

download and install these applications. Example: Google Apps, Salesforce Dropbox,
Slack, Hubspot, Cisco WebEx.
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ii. Platform as a Service (PaaS) — It is also known as cloud platform services. It is quite
similar to Saa$, but the difference is that PaaS provides a platform for software creation,
but using SaaS, we can access software over the internet without the need of any
platform. Example: Windows Azure, Force.com, Magento Commerce Cloud, OpenShift.

iii. Infrastructure as a Service (laaS) — It is also known as cloud infrastructure services.
It is responsible for managing applications data, middleware, and runtime
environments. Example: Amazon Web Services (AWS) EC2, Google Compute Engine
(GCE), Cisco Metapod.

4. Runtime Cloud: Runtime Cloud provides the execution and runtime environment to the
virtual machines.

5. Storage: Storage is one of the most important components of cloud computing. It provides a
huge amount of storage capacity in the cloud to store and manage data.

6. Infrastructure: It provides services on the host level, application level, and network level.
Cloud infrastructure includes hardware and software components such as servers, storage,
network devices, virtualization software, and other storage resources that are needed to
support the cloud computing model.

7. Management: Management is used to manage components such as application, service,
runtime cloud, storage, infrastructure, and other security issues in the backend and establish

coordination between them.

8. Security: Security is an in-built back end component of cloud computing. It implements a
security mechanism in the back end.

9. Internet: The Internet is medium through which front end and back end can interact and
communicate with each other.

Cloud Interoperability and standards

Cloud interoperability refers to the ability of
customers to use the same management tools,

. . . Cloud Service Cloud Service
server images and other software with avariety | customer Broker
of cloud computing providers and platforms. By Bl

Multi-cloud

The Cloud Standards Customer Council
(CSCC) has defined five major cloud
interoperability scenarios for cloud customers. Cloud 2
These are:

Switching cloud service providers : the customer wants to move an application and data from
Cloud 1 to Cloud 2

Use of multiple cloud service providers : the customer subscribes to the same or different
services from two or more clouds (Clouds 1 and 2 in the diagram);
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Directly linked cloud services: the customer needs Cloud 1 to be linked to Cloud 3 to make use
of its services.

Hybrid cloud configuration: the customer connects legacy systems to an internal private cloud
(e.g., Cloud 1) which is linked to a public cloud service (e.g., Cloud 3); and

Cloud migration: the customer moves one or more in-house applications and/or data to Cloud
1.

Cloud computing Interoperability use cases

Use cases in the context of cloud computing refer to typical ways in which cloud consumers
and providers interact. NIST (National Institute of Standards and Technology) defined 21 use
cases classified into three groups.

These use cases are listed below:

e Cloud Management Use Cases
- Open an Account
- Close an Account
- Terminate an Account
- Copy Data Objects into a Cloud
- Copy Data Objects out of a Cloud
- Erase Data Objects on a Cloud
- VM |[virtual machine] Control: Allocate VM Instance
- VM Control: Manage Virtual Machine Instance State
- Query Cloud-Provider Capabilities and Capacities

e Cloud Interoperability Use Cases
- Copy Data Objects Between Cloud-Providers
- Dynamic Operation Dispatch to laaS Clouds
- Cloud Burst from Data Centre to Cloud
- Migrate a Queuing-Based Application
- Migrate (fully-stopped) VMs from One Cloud Provider to Another

e Cloud Security Use Cases
- Identity Management: User Account Provisioning
- Identity Management: User Authentication in the Cloud
- Identity Management: Data Access Authorization Policy Management in the Cloud
- ldentity Management: User Credential Synchronization Between Enterprises and the
Cloud
- eDiscovery
- Security Monitoring
- Sharing of Access to Data in a Cloud

Role of standards in Cloud Computing environment

Various standards in Cloud computing are:
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Infrastructure as a Service (laaS)

_ e 1 | B
Infrastructure-as-a-Service provides = ——’%—-— il

resources, the laaS also offers:

access to fundamental resources such ~ Ehduser (e Firewall  Load Balancer
. . . . i Virtual hine is deployed
as physical machines, virtual machines,  aion i
virtual storage, etc. Apart from these |
@ Virtual Machine
I Automation

e Virtual machine disk storage

The Virtual machine is ’ Storage

e Virtual local area network @
uploaded to storage e .
(VLANS) [ — - .
Software Virtual — —— | ——
S
e Load balancers S e T

e [P addresses

e Software bundles

All of the above resources are made available to end user via server virtualization. Moreover,
these resources are accessed by the customers as if they own them.

Benefits

laa$ allows the cloud provider to freely locate the infrastructure over the Internet in a cost-
effective manner. Some of the key benefits of 1aa$ are listed below:

e Full control over computing resources: laaS allows the customer to access computing
resources using administrative rights from virtual machines in the following manner:

e Flexible and efficient renting of computer hardware: [aaS resources such as virtual machines,
storage devices, bandwidth, IP addresses, firewalls, etc. are made available to the customers
on rent. Also with administrative access to virtual machines, the customer can run any type
of software.

e Portability, interoperability: It is possible to switch between applications and resources
between laa$S clouds. For example, network applications such as web server or e-mail server
that normally runs on customer-owned server hardware can also run from VMs in laaS
cloud.

Issues

The various issues of laaS are-

e Compatibility with legacy security vulnerabilities: Because laa$S offers the customer to run
legacy software in provider's infrastructure, it exposes customers to all of the security
vulnerabilities.

e Virtual Machine sprawl: The VM can become out-of-date with respect to security updates
because laaS allows the customer to operate the virtual machines in running, suspended
and off state. However, the provider can automatically update such VMs, but this
mechanism is hard and complex.
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Robustness of VM-level isolation: 1aaS offers an isolated environment to individual
customers through hypervisor. Hypervisor is a software layer that includes hardware
support for virtualization to split a physical computer into multiple virtual machines.

Data erase practices: The customer uses virtual machines that in turn use the common
disk resources provided by the cloud provider. When the customer releases the
resource, the cloud provider must ensure that next customer to rent the resource does
not observe data residue from previous customer.

Characteristics

Here are the characteristics of laaS service model:

Virtual machines with pre-installed software.

Virtual machines with pre-installed operating systems such as Windows, Linux, and Solaris.
On-demand availability of resources.

Allows to store copies of particular data at different locations.

The computing resources can be easily scaled up and down.

Platform as a Service (PaaS)

Platform-as-a-Service offers the runtime environment for applications. It also offers
development and deployment tools required to develop applications. PaaS has a feature
of point-and-click tools that enables non-developers to create web applications.

App Engine of Google and Force.com are examples of PaaS offering vendors. Developer may
log on to these websites and use the built-in API to create web-based applications.

Benefits

Following are the benefits of PaaS model:

4
s )
s

Lower administrative overhead: Customer need
not bother about the administration because it
is the responsibility of cloud provider.

Business
Apps

IDE
. om—
Lower total cost of ownership: Customer need ﬁ Integrated Developmert Environment

not purchase expensive hardware, servers, s
@l R% Inl
. o Scalable
Data Security g:z:l:: Aﬂg::mn Infrastructure

power, and data storage.

Scalable solutions: It is very easy to scale the
resources up or down automatically, based on
their demand.

More current system software: It is the responsibility of the cloud provider to maintain
software versions and patch installations.
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Issues

PaaS has significant burdens on customer's browsers to maintain reliable and secure
connections to the provider’s systems. However, there are some specific issues associated with
Paas are-

e Lack of portability between PaaS clouds: Although standard languages are used, yet the
implementations of platform services may vary. For example, file, queue, or hash table
interfaces of one platform may differ from another, making it difficult to transfer the
workloads from one platform to another.

e Event based processor scheduling: The PaaS applications are event-oriented i.e., they have
to answer a request in a given interval of time.

e Security engineering of PaaS applications: Since PaaS applications are dependent on
network, they must have to use cryptography and manage security exposures.

Characteristics

Here are the characteristics of PaaS service model:

e PaaS offers browser based development environment. It allows the developer to
create database and edit the application code either via Application Programming
Interface or point-and-click tools.

e PaaS provides built-in security, scalability, and web service interfaces.

e PaaS provides built-in tools for defining workflow, approval processes, and business
rules.

e Itis easy to integrate PaaS with other applications on the same platform.

e PaaS also provides web services interfaces that allow us to connect the applications
outside the platform.

Software as a Service (SaaS)

Software-as—a-Service (SaaS) model allows to provide software application as a service to the
end users. It refers to a software that is deployed on a host service and is accessible via Internet.
There are several Saa$ applications listed below:

e Billing and invoicing system

e Customer Relationship Management (CRM) applications
e Help desk applications

e Human Resource (HR) solutions

Characteristics

Here are the characteristics of SaaS service model:

e SaaS makes the software available over the Internet.

e The software applications are maintained by the vendor.

e The license to the software may be subscription based or usage based. And it is billed
on recurring basis.

Cloud Computing 20




e SaaS applications are cost-effective since they do not require any maintenance at end
user side.

e They are available on demand.

e They can be scaled up or down on demand.

e They are automatically upgraded and updated.

e SaaSs offers shared data model. Therefore, multiple users can share single instance of
infrastructure. It is not required to hard code the functionality for individual users.

e All users run the same version of the software.

Benefits

Using SaaS has proved to be beneficial in terms of scalability, efficiency and performance. Some
of the benefits are listed below:

e Modest software tools: The Saa$S application deployment requires a little or no client
side software installation, which results in the following benefits:

o No requirement for complex software packages at client side
o Little or no risk of configuration at client side
o Low distribution cost

e Efficient use of software licenses: The customer can have single license for multiple
computers running at different locations which reduces the licensing cost. Also, there is
no requirement for license servers because the software runs in the provider's
infrastructure.

e Centralized management and data: The cloud provider stores data centrally. However,
the cloud providers may store data in a decentralized manner for the sake of
redundancy and reliability.

e Platform responsibilities managed by providers: All platform responsibilities such as
backups, system maintenance, security, hardware refresh, power management, etc. are
performed by the cloud provider. The customer does not need to bother about them.

Issues

There are several issues associated with SaaS, some of them are listed below:

Browser based risks: If the customer visits malicious website and browser becomes infected,
the subsequent access to SaaS application might compromise the customer's data. To avoid
such risks, the customer can use a specific browser to access Saa$S applications or can use virtual
desktop while accessing the Saa$ applications.

Network dependence: The SaaS application can be delivered only when network is
continuously available. Also network should be reliable but the network reliability cannot be
guaranteed either by cloud provider or by the customer.

Lack of portability between SaaS clouds: Transferring workloads from one SaaS cloud to
another is not so easy because work flow, business logics, user interfaces, support scripts can
be provider specific.
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UNIT-3

Introduction

Fault tolerance in cloud computing is very important to continue the service whenever a few
devices or components are down or unavailable. This helps the service provider to evaluate their
infrastructure requirements, and provide services when the associated devices are unavailable
due to some cause.

Scalability and Fault Tolerance

e Cloud Scalability is the ability to scale on-demand the facilities and services as and when
they are required by the user.

e Cloud Fault Tolerance is tolerating the faults by the cloud that are done by mistake by the
user.

e Cloud middleware is designed on the principle of scalability along with different dimensions
in mind e.g.:- performance, size and load.

e The cloud middleware manages a huge number of resources and users which depends on
the cloud.

e So in this overall scenario the ability to tolerate the failure is normal but sometimes it
becomes more important than providing an efficient & optimized system.

e The overall conclusion says that “it is a challenging task for the cloud providers to develop
such high scalable and fault tolerance systems and at the same time they will have to provide

a competitive performance.

Main Concepts behind Fault Tolerancein Cloud Computing System

Replication: The fault-tolerant system works on the concept of running several other replicates
for each and every service. Thus, if one part of the system goes wrong, than the other instances
that can be placed instead of it to keep it running.

Redundancy: When any system part fails or moves towards a downstate, then it is important to
have backup type systems.

Existence of Fault Tolerance in Cloud Computing

System Failure: This may be either software or hardware issue. The software failure results in a
system crash situation that may be due to data overflow or other reasons. Any improper
maintenance of the physical hardware machines will result in hardware system failure.

Security Breach Occurrences: There are several reasons why fault tolerance occurs due to
security failures. The hacking of the server negatively impacts the server and results in a data
lost. Other reasons for the necessity of fault tolerance in the form of security cracks include
phishing, virus attack, etc.
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Cloud solutions

Any cloud-based solution refers to provide Applications SOFTWARE, Storage Soace, On-Demand
services, Computer networks, and other resources that are associated with cloud computing.

Benefits of Cloud Solution
e Cloud-based solutions offer benefits for both businesses and end-users.

e Cloud providers use a pay-as-you-go model, so that the client can pay to cloud as per the
requirements only. This is very much helpful for a start-ups.

e For end-users, cloud computing means they can access everything like Files, Emails,
Business applications and many more from any device and from anywhere if there is an
internet connection irrespective of place and environment.

e Asthe cloud-based technology is growing and the SOFTWARE as A SERVICE (SaaS) solution

is available in affordable price. So the clients of a Small Business (SMB) are interested in
cloud computing.

Cloud Ecosystem

A cloud ecosystem is a complex system of inter-dependent components that all works together
to enable the cloud services. In cloud computing, the ecosystem consists of hardware and
software as well as cloud customers, cloud engineers, consultants, integrators and partners.

A robust ecosystem provides a cloud provider's customers with an easy way to find and purchase
business applications and respond to changing business needs. When the apps are sold through
a provider’s app store such as AWS (Amazon Web Services) Marketplace, Microsoft Azure
Marketplace (for cloud software) or Microsoft AppSource (for business applications), the
customer access the catalogue of different vendors' software and services that have already
been scrutinized and reviewed for security, risk and cost.

The benefits of a cloud ecosystem

e Companies can use a cloud ecosystem to build new business models. They can promote
their business using cloud eco system than they sell their product to the customer.
Specially in medical equipment.

e In a cloud ecosystem, it is also easier to review data and analyse how the each part of
the system affects the other parts. For example a doctor can examine a patient over the
cloud because all the previous data and present problems of the patient available in the
cloud.

o Cloud ecosystem is helpful for complex system of interdependent components that
work together to enable the cloud services.

e The centre of a cloud ecosystem is a public cloud provider. It might be an laaS provider
such as Amazon Web Services (AWS) or a SaaS vendor such as Salesforce.

e There is no vendor lock-in in the cloud ecosystem. That means a client can switch over
its business one cloud to other cloud without any restriction. Ex. Mobile No. portability.
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Cloud Business process management

Cloud business process management is usually a platform-as-a-service (Paa$S) solution that allows
the client to create workflows and use the software. Without installing a single Mb of software in
the client computer, user can use these cloud-based software solutions to streamline and optimise
everyday business activities.

Reasons of Cloud BPM

Minimized errors: Cloud BPM solutions helps the user to minimize the error rate. Less paperwork.
Multiple records are also eliminated since changes in data synchronized and visible to every team
member with access facility.

Anywhere, anytime access: Cloud BPM, stores information in a centralized database thereby
making access possible any time from any location. Further, stakeholders can access the
application from any device.

Secure data: Data security is most essential factor for any organization. Cloud BPM application
comes with a wide range of security features such as role-based access, conditional visibility, data
encryption, and more.

Reputed cloud business process management service providers host their applications onreliable
platforms such as Amazon Web Services or Google Cloud Platform, which in turn improves the
security of sensitive information.

Reliable, consistent experience: In older client-server system users were constantly threatened
by the possibility of server downtime and virus or malware attacks. With cloud BPM, vendors
provide ample backup to ensure that there’s minimal downtime and protect data using built-in
firewalls.

Better collaboration: Collaboration is incredibly easy with cloud BPM, irrespective of whether the
users are in the same office or at different offices . Centralized documentation, digital checklists,
and automated process flow make it possible for information to be accessed by stakeholders
whenever the need arises.

Improved insights: Cloud BPM applications feature has capabilities to store all ina central
database. It becomes simpler to monitor and analyse the data.

Portability and Interoperability

Cloud computing is important for many organizations, with use of a wide range of cloud services
and the transition of both data and applications to cloud computing environments.

The goal of cloud portability and interoperability is to enable cloud service users to avoid vendor-
lock- in and allow for customers to make best use of multiple cloud services.

Basic scenarios
The Cloud Standards Customer Council (CSCC)guideto cloud portability and interoperability
has identified five major scenarios requiring interoperability and portability:
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Switching cloud service providers: the customer can move an application and data from one
Cloud to other Cloud.

Use of multiple cloud service providers: the customer subscribes to the same or different
services from two or more cloud service provider.

Directly linked cloud services: the customer needs Cloud 1 to be linked to Cloud 3 to make use
of its services

Hybrid cloud configuration: the customer connects traditional systems to an internal private
cloud which is linked to a public cloud service.

Cloud migration: the customer moves one or more in-house applications and/or data to Cloud.

Cloud portability is the ability to transfer applications between cloud environments without losing
any data. Several cloud providers have portability facility.

Cloud interoperability refers to the ability of customers to use the same management tools, server
images and other software with a variety of cloud computing providers and platforms.

The cloud computing portability and interoperability categories are:

e Data Portability: is the ability to easily transfer data from one cloud service to another cloud
service.

e Application Portability: Cloud application portability is the ability to easily transfer an
application or application components from one cloud service to a another cloud service.

e Application Interoperability: It is the interoperability between application components and
client devices using various standards like Saa$S, PaaSs, laaS. An application component may

be a huge application, or a part of the distributed application.

e Management Interoperability: Management interoperability is an interoperability between
cloud services (SaaS, PaaS, or laaS) and connected clients.

Cloud Service management

It is the responsibility of cloud service provider to manage resources and their performance.
Management of resources includes several aspects of cloud computing such as load balancing,
performance, storage, backups, capacity, deployment, etc. The management is essential to
access full functionality of resources in the cloud. The cloud provider performs a number of tasks
to ensure efficient use of cloud resources. Here, we will discuss some of them:

Data Flow of the System: The managers are responsible to develop a technology for data flow.
This process describes the movement of data between the organization and the cloud server.

Vendor Lock-In Awareness and Solutions: The managers must know the procedure to exit from

services of a particular cloud provider. The procedures must be defined to enable the cloud
managers to export data of an organization from their system to another cloud provider.
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Knowing Provider’s Security Procedures: The managers should know the security plans of the
provider for the following services:

Multi users
E-commerce processing
Employee screening

Encryption policy

Monitor Audit Log Use: In order to identify errors in the system, managers must audit the logs
on a regular basis.

Solution Testing and Validation: When the cloud provider offers a solution, it is essential to
test it in order to ensure that it gives the correct result and it is error-free. This is necessary for
a system to be robust and reliable.

Cloud Offerings

It offers various servers, storage, databases, networking, software, analytics, and intelligence
over the Internet (“the cloud”) to the client in an innovative, faster and flexible way. The various
offerings are:

Cloud Environment: It describes the hosting environments of cloud in detail. The
various environments are:

Elastic Infrastructure: It is responsible for hosting of virtual servers, disk storage,
and configuration of network connectivity.

Elastic Platform: It is a middleware for the execution of customer’s application,
their communication, and data storage

Environment-based Availability: A cloud provider offers an Elastic Infrastructure or
Platform on which customers may deploy various application software. The
availability of this environment helps the customer to achieve their requirements.

Processing Offerings: It describes how computing can be performed in the cloud.

Hypervisor: In this process the time required to access and terminate server is
reduced through hardware virtualization.

Execution Environment: It executes common application components and provides
common functionality for data storages, communication etc.

Map Reduce: Large data sets to be processed are divided into smaller data chunks
and distributed among users. Individual results are later consolidated.

Storage Offerings: It describes how data can be stored in the cloud

Block or Mass Storage: It is responsible for storing data centrally which is large
hard disk that is connected to the server.
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e Blob Storage: A large amount of data can be stored just like a file system. That
means data can be stored in a specified folder assigned for a particular type of file
like Audio Folder, Video Folder, Image Folder etc.

e Strict Consistency: Data is stored at different locations (replicas) to improve
response time and to avoid data loss in case of failures while consistency of
replicas is ensured at all times.

4. Communication Offering: It is responsible for describing how data can be exchanged in
the cloud.

e Virtual Networking: It is responsible for how can the physical networking resources,
such as networking interface cards, switches, routers etc. can be used in a virtual
mode . These Virtual Networking resources may share the same physical networking
resources.

e Message-oriented Middleware: Communication partners exchange information
asynchronously. The message-oriented middleware handles the message and sends
to the destination using available communication resources.

o Timeout-based Delivery: It assures that a message is properly received and it is not
deleted immediately after it has been read by the client. After the client has
successfully read the message, it sends an acknowledgement to the message queue.
After receiving the acknowledgement the message is deleted.

Testing under Control

Cloud testing typically involves monitoring and reporting on real-world user traffic conditions
as well as load balance and stress testing for a range of simulated usage conditions.

Load and performance testing conducted on the applications and services provided via cloud
computing in order to ensure maximum performance and scalability under a wide variety of
conditions.

Testing under the cloud decreases the manual intervention of technical persons for testing the
network condition.

Advantages of Cloud Testing:

e Reduces capital investment and operational costs and without effecting the business
targets.

e Offers new and attractive services to the clients and provides an opportunity to speed
cycles of innovations and improve the solution quality.

Cloud service Controls

Service Controls allow customers to address threats such as data theft, accidental data loss,
and excessive access to data stored in Cloud.
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In Other words it is a firewall for Google Cloud Service (GCS), BigQuery, Bigtable and other
supported services. It gives information security teams peace of mind that no-one can access
data contained in these services from unauthorized networks.

Virtual desktop Infrastructure

Virtual desktop infrastructure (VDI) is defined as the hosting of desktop environments on a
central server. Itis a form of desktop virtualization. In this process the desktop images run within
server and are delivered to clients over a network.

Virtual Desktop Infrastructure (VDI) is a concept in which a server based computing model used
to deliver applications to remote users.

Virtual Desktop Infrastructure or VDI is the name given to a collection of technologies and
processes that extends the concept of a remote desktop.

The idea behind the Virtual desktop infrastructure is that, companies can virtualize their desktop
operating systems like Windows XP or Vista and run the same OS in the desktops from and within
the secured datacentre.
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UNIT-4

Cloud Management and Virtualisation Technology

Virtualization is a technique, which allows to
share a single physical demand of a resource TRADITIONAL AND VIRTUAL ARCHITECTURE

or an application among multiple customers
and organizations.
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Create a virtualised Architecture

TRADITIONAL ARCHITECTURE VIRTUAL ARCHITECTURE

A virtualization architecture is a conceptual

model specifying the arrangement and interrelationships of the particular components involved
in delivering a virtual rather than physical version like Server, Desktop, Storage device,
Operating system or network resources.

Virtualization is commonly hypervisor-based. The hypervisor (In hypervisor process the time
required to access and terminate server is reduced through hardware virtualization) isolates
operating systems and applications from the underlying computer hardware so that the host
machine can run multiple virtual machines.

Data Centre

A Virtual Datacentre is a huge cloud infrastructure designed for enterprise business needs.
Virtual Datacentres are hosted in the public cloud which provides full compatibility with any
environment.

In cloud computing, Virtual Datacentre is known as Infrastructure as a Service (laaS). Using
virtualized data centre a service provider provides quick service to its clients.

Avirtualized data centre is a logical software abstraction of a physical data centre that provides
a collection of cloud infrastructure components including servers, storage clusters, and other
networking components, to business enterprises

Resilience

Resilient means "having the ability to spring back. "Resiliency is the ability of a server, network, storage
system, or an entire data centre, to recover quickly and continue operating even when there has been an
equipment failure, power outage or other disruption.

Data centreresiliency is a planned part of a cloud architecture and is usually associated with other disaster
planning and data centre disaster-recovery like data protection.

Agility

Cloud agility refers to the addition of business value. When it comes to the cloud context, agility is all
about the ability of an organization to rapidly develop, test, and launch software applications that drive
business growth.
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key benefits of agility in the cloud:

Greater Business Continuity and Flexibility: Due to Agility Cloud services can be rolled up or down as per
business requirements withoutincreasing the bunch of IT equipment. For example, you can start with a 10
node cluster and then easily increase to 50 nodes as your requirements change.

Infrastructure Agility: Cloud allows companies to significantly decrease the time it takes to provision and
de-provision IT infrastructure.

Automated allocation of resources: It simplifies provisioning, de-provisioning and re-deploying resources
through automation and easy-to-use APIs (Application Program Interface) and web consoles. The time for
an IT systems administrator spent on managing and supporting cloud infrastructure is reduced.

Storage

Cloud Storage is a service that allows to save data on offsite storage system managed by third-
party and is made accessible through web based API.

Storage Devices

Block Storage Devices: The block storage devices offer raw storage to the clients. These raw
storage are partitioned to create volumes.

File Storage Devices: The file Storage Devices offer storage to clients in the form of files,
maintaining its own file system. This storage is in the form of Network Attached Storage (NAS).

Cloud Storage Classes

Cloud storage can be broadly classified into two categories:

Unmanaged Cloud Storage: Unmanaged cloud storage means the storage is preconfigured for
the customer. The customer can neither format, nor install his own file system or change drive
properties.

Managed Cloud Storage: Managed cloud storage offers online storage space on-demand. The
managed cloud storage system appears to the user to be a raw disk that the user can partition
and format.

Provisionin

Cloud provisioning is the allocation of a cloud provider's resources and services to a customer.
Cloud provisioning is the key feature of the cloud computing model, relating to how a customer
procures cloud services and resources from a cloud provider. Cloud provision includes
infrastructure as a service (laaS), software as a service (SaaS) and platform as a service (PaaS).

Types of cloud provisioning

e Advanced provisioning: With advanced provisioning, the customer signs a formal
contract of service with the cloud provider. The provider then prepares the agreed-upon
resources or services for the customer and delivers them. The customer is charged a flat
fee or is billed on a monthly basis.
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e Dynamic provisioning: With dynamic provisioning, cloud resources are deployed flexibly
to match a customer's fluctuating demands.

e User self-provisioning: With user self-provisioning, also called cloud self-service, the

customer buys resources from the cloud provider through a web interface or portal. This
usually involves creating a user account and paying for resources with a credit card.

Asset Management

Cloud asset management (CAM) is a component of cloud management services focused on the
management of business in cloud environment, such as the products or services that are used
in cloud. Cloud asset management delivers visibility and control of all the assets and
infrastructure that make up your cloud environment. It's a crucial first step towards a better
optimised, more secure cloud.

Concept of Map Reduce

A MapReduce is a data processing tool which is used to process the data parallelly in a
distributed form. It was developed in 2004. Usage of MapReduce

It can be used in various application like document clustering, distributed storage and web link.
It can be used for distributed pattern-based searching.

We can also use MapReduce in machine learning.

It was used by Google to regenerate Google's index of the World Wide Web.

It can be used in multiple computing environments such as multi-cluster, multi-core, and mobile
environment.

O 0O O O O

Cloud Governance

Cloud Governance is a set of rules. It applies specific policies or principles to the use of cloud
computing services. This model aims to secure applications and data even if located distantly.
The best Cloud Governance solutions include People, Processes, and Technology. It basically
refers to the decision making processes, criteria, and policies involved in the planning,
architecture, acquisition, deployment, operation, architecture, acquisition, implementation,
operation, and management of a Cloud computing capability. Cloud Governance best practices
help to optimize the organization’s:

o Operations: Doing it efficiently

o Risk and compliance: Doing it securely
o Financial: Doing more with less

Load Balancing

Cloud load balancing is the process of distributing workloads and computing resources in a cloud
computing environment. Load balancing allows enterprises to manage application or workload
demands by allocating resources among multiple computers, networks or servers. Cloud load
balancing involves hosting the distribution of workload traffic and demands that reside over the
Internet. Cloud load balancing helps enterprises achieve high performance levels for potentially
lower costs than traditional on-premises load balancing technology. Cloud load balancing takes
advantage of the cloud's scalability and agility to meet rerouted workload demands and to
improve overall availability. In addition to workload and traffic distribution, cloud load balancing
technology can provide health checks for cloud applications.
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High Availability

High availability is a type of computing infrastructure that allows to continue the functioning
of computer even when some of its components fail. This is very important for a cloud
customer who cannot tolerate interruption in service, and any downtime can cause damage
or result in financial loss.

High Availability in the cloud is achieved by creating clusters. A high availability cluster is a group
of servers that act as a single server to provide continuous service. These servers have common
access to the same shared storage space for data. So if a server is unavailable, the other servers
pick up the load. A high availability cluster can be anything from two to dozens of servers. As
well as providing failover, high availability clusters also allow load balancing of workloads so that
anyone server within the cluster will not get overloaded and you can provide more consistent
performance.

The basic elements of high availability

The following three elements are essential to a highly available system:
e Redundancy—ensuring that any elements critical to system operations have an
additional, redundant component that can take over in case of failure.

e Monitoring—collecting data from a running system and detecting when a
component fails or stops responding.

e Failover—a mechanism that can switch automatically from the currently active
component to a redundant component, if monitoring shows a failure of the active
component.

Disaster Recovery

Cloud disaster recovery (cloud DR) is a combination of strategies and services intended to back
up data, applications and other resources to public cloud or dedicated service providers. When
disaster occurs, the affected data, applications and other resources can be restored to the local
data centre or a cloud provider and resume normal operation for the enterprise.

Cloud disaster recovery is primarily an infrastructure as a service (laaS) solution that backs up
designated system data on a remote offsite cloud server. It provides updated recovery point
objective (RPO) and recovery time objective (RTO) in case of a disaster or system restore.

Cisco Data Centre Network architecture

The data centre is home to the computational power, storage, and applications necessary to
support an enterprise business. The data centre infrastructure is central to the IT architecture,
from which all content is sourced or passes through. Proper planning of the data centre
infrastructure design is critical, and performance, resiliency, and scalability need to be carefully
considered.

Cisco is the only vendor that delivers a complete architecture with advanced services, support,
and industry-leading products. Cisco can help design the optimal end-state data centre
architecture and meet each tactical deployment phase of network evolution with the best
products and services to achieve it.
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A complete architecture that enables IT executives to:

¢ Consolidate and virtualize computing, storage and network resources

¢ Deliver secure and optimized employee, partner and customer access to information and
applications

e Protect and rapidly recover IT resources and applications

Cisco Service-Oriented Network Architecture (SONA), the enterprise implementation of the
Intelligent Information Network (IIN) technology vision. Cisco SONA emphasizes the value of the
interactive services provided in the networked infrastructure, such as application optimization,
security, and server and storage fabric switching, to enhance business applications.

Benefits

Lower-priced server and storage infrastructure

Increased business agility and adaptability

Ability to meet regulatory compliance standards with integrated network security and
support for business continuance

Tested and verified design and extensive service offerings for lower implementation costs
and reduced risk

Investment protection for core data centre platforms offering multiyear deployment
lifecycles

Rapid application development and time to market of business-critical services
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UNIT-5

Virtualisation

Virtualization in Cloud Computing is making a virtual platform of server operating system
and storage devices. This will help the user by providing multiple machines at the same time it
also allows to share the physical resource and an application to multiple users.

Cloud Virtualizations also manage the workload by transforming traditional computing and
make it more scalable, economical and efficient. One of the important features of virtualization
is that it allows sharing of applications to multiple customers and companies. The various type
of Virtualizations are:

Network Virtualisation: Network virtualization helps to manage and monitor the entire
computer network as a single administrative entity. Admins can keep a track of various
components of network infrastructure such as routers and switches through a single software-
based administrator’s console. Network virtualization helps the network for transferring data
perfectly, flexibly, reliably and securely. It improves the overall network’s productivity and
efficiency. It becomes easier for administrators to allocate and distribute resources conveniently
and ensure high and stable network performance.

Desktop Virtualisation: Desktop virtualization is when the host server can run virtual machines
using a hypervisor (a software program). A hypervisor can directly be installed on the host
machine or over the operating system (like Windows, Mac, and Linux). Virtualized desktops
don’t use the host system’s hard drive; instead, they run on a remote central server. This type
of virtualization is useful for development and testing teams who need to develop or test
applications on different operating systems.

Local desktop Virtualisation : Local desktop virtualization means the operating system runs on
a client device using local hardware virtualization. This type of desktop virtualization works well
when users do not need a continuous network connection and can meet application computing
requirements with local system resources. However, this technique can be implemented locally
only.

Remote Desktop Virtualization: Remote desktop virtualization is a common use
of virtualization that operates in a client/server computing environment. This allows users to
run operating systems and applications from a server inside a data centre on a client device. This
client device could be a laptop, thin client device, or a smartphone.

Application Virtualisation: The process of installing an application on a central server that can
virtually be operated on multiple systems is known as application virtualization. For end users,
the virtualized application works exactly like a original application installed on a physical
machine. With application virtualization, it’'s easier for organizations to update, maintain, and
fix applications centrally. Admins can control and modify access permissions to the application
without logging in to the user’s desktop. Another benefit of application virtualization is
portability. It allows users to access virtualized applications even on non-Windows devices, such
as iOS or Android.
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Server Virtualisation: Server virtualization is a process of partitioning the resources of a single server
into multiple virtual servers. These virtual servers can run as separate machines. Server virtualization
allows businesses to run multiple independent tasks with different configurations using a single (host)
server. The process also saves the hardware cost involved in keeping a host of physical servers.

Block and File level Storage Virtualisation: Storage virtualization is an series of servers that are
managed by a virtual storage system. The servers aren’t aware of exactly where their data is
stored. This technology manages the storage of data from multiple users and utilized as a
single storage system. storage virtualization software maintains smooth operations and
consistent performance despite changes, break down and differences in the connected
equipment.

Data virtualization: This is a kind of virtualization in which the data is collected from various
sources and managed that in a single server without knowing more about the technical
information like how data is collected, stored & formatted. Then the stored data can be
arranged in sauch a way so that its virtual view can be accessed by interested users by using
the various cloud services remotely. Many big giant companies are providing their services like
Oracle, IBM, At scale, Cdata etc.

Desktop as a service (DaaS)

Desktop as a service (DaaS) is a cloud-based desktop virtualization service hosted by a third party
enterprise. The third party cloud provider manages all back-end resources, such as desktop
storage, compute, and networking, including the virtual cloud machines that run the desktop
operating systems. The provider streams the virtual desktops to end-user devices, allowing
anytime, anywhere access to desktops and applications. There are two kinds of desktops are
available in DaaS. These are:

1. Persistent desktop: Users have the ability to customize and save the desktop so that it
will look the same way each time when a particular user logs in. Persistent desktop
requires more storage than non-persistent desktop.

2. Non-persistent desktop: Desktops are wiped each time the user logs out—they are
merely a way to access shared cloud services.

Daa$ advantages:
e Easy platform migration
e Total cost reduction
e  Minimized complexity
e Disaster recovery
e Uninterrupted connectivity
e Increased performance
e Personalization
e Reliability
e Data security
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Virtual Machine Monitor

A virtual machine (VM) is a virtual environment that works like a computer within a computer.
It runs on a partition of its host computer with its own resources of CPU power, memory, an
operating system (e.g. Windows, Linux, macOS), and other resources. This allows end-users to
run applications on VMs and use them as they normally would on their workstation.

VMs are made possible through virtualization technology. Virtualization uses software to
simulate virtual hardware that allows multiple VMs to run on a single machine. The physical
machine is known as the host while the VMs running on it are called guests.

This process is managed by software known as a hypervisor. The hypervisor is responsible for
managing and provisioning resources like memory and storage from the host to guests.

Infrastructure Requirements

In virtualization, the server and the
software application which are required
by the cloud providers maintain by the
third party and in this, the cloud
provider gives some amount to the third

party.

With the help of Hypervisor software,
the cloud customer can access the
server. Hypervisor software is a
connectivity between the server and the
virtual environment and distributes the
resources between different virtual
environments.

Virtualisation benefits

Operating system

Storage

e Security: During the process of virtualization security is one of the important factor. The
security can be provided with the help of firewalls, which will help to prevent
unauthorized access and will keep the data confidential. Moreover, with the help of
firewall and security, the data can protect from harmful viruses malware and other

cyber threats.

o Flexible operations: With the help of a virtual network, the work of IT professional is
becoming more efficient and active. The network switch implement today is very easy

to use, flexible and saves time.

With the help of virtualization in Cloud Computing, technical problems can solve in
physical systems. It eliminates the problem of recovering the data from crashed or
corrupted devices and hence saves time.
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e Economical: Virtualization in Cloud Computing, save the cost for a physical system such
as hardware and servers. It stores all the data in the virtual server, which are quite
economical. It reduces the wastage, decreases the electricity bills along with the
maintenance cost. Due to this, the business can run multiple operating system and apps
in a particular server.

¢ Eliminates the risk of system failure: While performing some task there are chances that
the system might crash down at the wrong time. This failure can cause damage to the
company but the virtualizations help you to perform the same task in multiple devices
at the same time.

It is possible because the data is stored in the cloud and it can be retrieve anytime and
with the help of any device. Moreover, there is two working server side by side which
makes the data accessible every time. Even if a server crashes with the help of the
second server the customer can access the data.

o Flexible transfer of data: The data can transfer to the virtual server and retrieve anytime.
The customers or cloud provider don’t have to waste time finding out hard drives to find
data. With the help of virtualization, it will very easy to locate the required data and
transfer them to the allotted authorities.

Virtual Local Area Network (VLAN)

A virtual local area network (VLAN) is a logical group of workstations, servers and network devices that
appear to be on the same LAN despite their geographical distribution. A VLAN allows a network of
computers and users to communicate in a simulated environment as if they exist in a single LAN and are
sharing a single broadcast and multicast domain. VLANs are implemented to achieve scalability, security
and ease of network management and can quickly adapt to changes in network requirements and
relocation of workstations and server nodes.

A VLAN allows several networks to work virtually as one LAN. One of the most beneficial elements of a
VLAN is that it removes latency in the network, which saves network resources and increases network
efficiency. In addition, VLANs are created to provide segmentation and assist in issues like security,
network management and scalability. Data Traffic can also easily be controlled by using VLANSs.

The key benefits of implementing VLANSs are:

e Allowing network administrators to apply additional security to network communication

e Making expansion of a network or a network device easier

e Providing flexibility to configure devices in a centralized environment while the devices might be
located in different geographical locations

e Decreasing the latency and traffic load on the network and the network devices, offering
increased performance

VLANSs also have some disadvantages and limitations as listed below:

e Highrisk of virus issues because one infected system may spread a virus through the whole logical
network
e Itrequires additional routers in very large networks to control the network and workload
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Virtual Storage Area Network (VSAN)

A virtual storage area network (VSAN) is a logical partitioning created within a physical storage area
network. This implementation model of a storage virtualization technique divides and allocates some
or an entire storage area network into one or more logical SANs to be used by internal or external IT
services and solutions.

Avirtual storage area network (VSAN) is primarily implemented in cloud computing and virtualization
environments. A VSAN allows end users to create a logical storage area network in the physical SAN
(Storage Area Network) through storage virtualization.

A VSAN provides similar services and features as a typical SAN, but because it is virtualized, it allows
for the addition and relocation of subscribers without changing the network's physical layout. It also
provides flexible storage capacity that can be increased or decreased over time.

Differences between VLAN and VSAN

| VLAN(Virtual Local Area Network) VSAN(Virtual Storage Area Network)

No.

1 VLAN is a network technology used to | VSAN is a logical partition in a storage area network.
logically separate large broadcast
domains using layer 2 devices.

2 It divides the network into different | VSANs allow traffic to be isolated within specific
virtual sub-networks reduces | portions of a storage area network.
unnecessary traffic and improve
performance.

3 VLANs are implemented to achieve The use of multiple VSAN’s can make a system easier
scalability, security and ease of | toconfigure and scale out.
network management.

4 VLAN’s can quickly adapt the physical | VSAN subscribers can be added or relocated without
change in the network. the need for changing the physical layout.

5 The purpose of implementinga VLAN is | The VSANs minimizes the total system's vulnerability,
to improve the performance of a | security is improved. VSANs also offer the possibility
network. of data redundancy, minimizing the risk of

unexpected data loss.
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UNIT-6

Cloud Security
Cloud security refers to the technologies, policies, controls, and services that protect cloud data,

applications, and infrastructure from hackers and threats. Cloud security is essential for many
users who are concerned about the safety of their data which is store in the cloud. Data stored
in the cloud is more secured because cloud service providers have superior security measures,
and their employees are highly security experts.

Cloud Security Fundamentals

Information security is a complex and collective of techniques, technologies, regulations, and
behaviours that collaboratively protect the computing systems and data. IT security’s main aim
to defend against threats from both malicious intent and unintentional user errors. The
fundamental security terms relevant to cloud computing are

e Confidentiality: Confidentiality is the characteristic of something being made accessible
only to authorized users. Within cloud environments, confidentiality primarily pertains
to restricting access to data in transit and storage. The message issued by the cloud
consumer to the cloud service is considered confidential only if it is not accessed or read
by an unauthorized party.

e Integrity: Data integrity in the cloud is that the cloud service provider can be guaranteed
that the data transmission between the user and the server must be secure. Integrity
can extend to how data is stored, processed, and retrieved by cloud services and cloud-
based IT resources.

e Authenticity: Authenticity means data can be provided through some authorized
source. This concept ensures the non-rejection of data.

e Availability: Availability is the characteristic of being accessible and usable during a
specified time period. In typical cloud environments, the availability of cloud services
can be a responsibility that is shared by the cloud provider and the cloud carrier.

e Vulnerability: A vulnerability is a weakness that can be exploited due to insufficient
security controls. IT resource vulnerabilities can have a range of causes, including
configuration deficiencies, security policy weaknesses, user errors, hardware or
firmware flaws, software bugs, and poor security architecture.

e Risk: Risk is the possibility of loss or harm arising while performing an activity. Risk is

typically measured according to its threat level and the number of possible or known
vulnerabilities.

Cloud security services

Authentication : Authentication is the testing or reconciliation of evidence of a user’s identity.
It establishes the user’s identity and ensures the authenticity of the user. For example, an user
provides the user ID in the login screen and then has to provide a password. The computer
system authenticates the user by verifying that the password for the provided user ID.

Cloud Computing 39




Authorization : Authorization refers to rights and privileges granted to an individual user to
access the computer resources and information. Once a user’s identity and authentication are
established, authorization levels determine the extent of system rights to the authorised user.

Auditing: To maintain the operational process in cloud, organizations use two basic methods:

1. system audits and monitoring. These methods can be employed by the cloud
customer, the cloud provider, or both, depending on the architecture and deployment
of the cloud computing. A system audit is a one-time or periodic event to evaluate
security.

2. Information technology (IT) audit: This audit is often divided into two types: internal
and external. Internal auditors are typically performing their task inside the
organization, whereas external auditors are auditing the external network
infrastructure.

Accountability: Accountability is the ability to determine the actions and behaviours of a single
individual within a cloud system. Accountability can be fixed on an individual employ. Employ’s
performance can be tracked and judged through accountability.

Design Principles

The NCSC (National Cyber Security Centre) published some cloud security principles. These
principles are designed to give guidance to cloud service providers in order to protect their
customers.

Data in transit protection: User data which is transitioning between networks should be
protected against any interference.

Asset protection and resilience: User data, and the assets storing or processing it, should be
protected against physical tampering, loss, damage or seizure.

Separation between users: If a user of a service is compromised by malicious software, this
should not affect the service or data of another user.

Governance framework: A Security Governance Framework should be followed by the service
provider, in order to internally coordinate its management of the service.

Operational security: In order to prevent and detect attacks, the service must be operated
securely.

Secure development: Services should be designed with security in mind.

Personnel security: Service provider personnel should be thoroughly screened, followed by in-
depth training to reduce the possibility of accidental or malicious compromise.

Supply chain security: The service provider should ensure that their supply chain adheres to all
of the same security principles.
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Secure user management: Service provider should ensure that the client should have the
relevant tools to securely manage the use of their services.

Identity and authentication: Access to the service interfaces should only be granted to specific
individuals and should all be guarded by adequate authentication measures —two way
authentication if possible.

External interface protection: Any external or less trustworthy service interfaces must be
identified and defended appropriately.

Secure service administration: If a cloud service is compromised through its administration
system, important company data could be stolen or manipulated. It is vital that these services
are secure.

Audit information for users: A service provider should supply their customers with the audit
record to monitor the service and who is able to access your data. This is vital as it gives you a
means to identify inappropriate or malicious activity.

Secure use of service: You have a responsibility to ensure the service is used properly, to
ensure your data is kept safe and protected.

Secure Cloud software requirements

The requirements for secure cloud software are concerned with non-functional issues such as
minimizing or eliminating vulnerabilities and ensuring that the software will perform as
required, even under attack.

e It must be dependable under anticipated operating conditions, and remain dependable
under unfriendly operating conditions.

e |t must be trustworthy in its own behaviour and it should able to handle the outside
attack

e It must be robust enough to recover quickly to full operational capability with a
minimum of damage to itself, the resources and data it handles, and the external

components with which it interacts.

Below figure illustrates the major elements of the software requirements engineering process.

Requirements Requirements Analysis Requirements Requirements
Elicitation and Negotiations Documentation Validation

T A
User Needs Requirements
Domain Information Document

Existing System Information
Regulations
Standards
etc.

System
Document

Y

Agreed-Upon
Requirements
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Policy Implementation

Security policies are the foundation of a sound cloud system security implementation. According
to the Data and Analysis Centre for Software (DACS), three main objectives common to all
system security policies and the mechanisms and countermeasures used to enforce those
policies:

e They must allow authorized person to connect and access the system to prevent
unauthorized access or connections, especially by unknown or suspicious user.

e They must be allowed to read, modify, destroy or delete of data while preventing
unauthorized users

e They must block the entry of content like user input, executable code, system
commands, etc. suspected of containing attack patterns or malicious logic that could
threaten the system’s ability to operate according to its security policy and its ability to
protect the information.

Implementation Issues : Before implementing the security policy it is very much important to
consider the following security issues.

e Access controls

e Data protection

e Confidentiality

e Integrity

e I|dentification and authentication

e Communication security and Accountability

Cloud Computing Security Challenges

Data Loss: Data loss is the most common cloud security risks of cloud computing. It is also known
as data leakage. Data loss is the process in which data is being deleted, corrupted, and
unreadable by a user, software, or application. In a cloud computing environment, data loss
occurs when our sensitive data is somebody else's hands, one or more data elements cannot be
utilized by the data owner, hard disk is not working properly, and software is not updated.

Hacked Interfaces and Insecure APIs (Application Program Interface): As we all know, cloud
computing is completely depends on Internet, so it is compulsory to protect interfaces and APIs
that are used by external users. APls are the easiest way to communicate with most of the cloud
services. In cloud computing, few services are available in the public domain. These services can
be accessed by third parties, so there may be a chance that these services easily harmed and
hacked by hackers.

APl is an application program interface that allows the end user to interact with a cloud provider's service
Data Breach: Data Breach is the process in which the confidential data is viewed, accessed, or

stolen by the third party without any authorization, so organization's data is hacked by the
hackers.
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Vendor lock-in: Vendor lock-in is the of the biggest security risks in cloud computing.
Organizations may face problems when transferring their services from one vendor to another.

As different vendors provide different platforms, that can cause difficulty moving one cloud to
another.

Account hijacking: Account hijacking is a serious security risk in cloud computing. It is the
process in which individual user's or organization's cloud account (bank account, e-mail account,

and social media account) is stolen by hackers. The hackers use the stolen account to perform
unauthorized activities.
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UNIT -7

Cloud Computing Security Architecture

Cloud security architecture describes all the hardware and technologies designed to protect
data, workloads, and systems within cloud platforms. The security architecture design in cloud
computing may change just from the company to the company based on their requirement.
Nowadays several enterprises are willing to adapt hybrid cloud security architecture. It is an
advanced version of the cloud security architecture that helps to reduce the workload and
exposure of data.

Architectural Considerations

A variety of factors affect the implementation and performance of cloud security architecture.
There are general issues involving regulatory requirements, adherence to standards, security
management, information classification, and security awareness. A variety of topics influence
and directly affect the cloud security architecture. They include such factors as compliance,
security management, controls, and security awareness.

Compliance: In a public cloud environment, the provider does not normally inform the clients
about the storage location of their data. In fact, the distribution of processing and data storage
is one of the cloud’s fundamental characteristics. However, the cloud provider should cooperate
to consider the client’s data location requirements. In addition, the cloud vendor should provide
transparency to the client by supplying information about storage used, processing
characteristics, and other relevant account information.

Security Management: Security architecture involves effective security management to realize
the benefits of cloud computation. Proper cloud security management and administration
should identify management issues in critical areas such as access control, vulnerability analysis,
fault tolerance, and disaster recovery and business continuity planning.

Controls: The objective of cloud security controls is to reduce vulnerabilities to a tolerable level
and minimize the effects of the data hack.

Security Awareness: The purpose of computer security awareness, training, and education is to
enhance security by adopting the following steps:

e Improving the awareness on how to protect System & Resource.

e Developing skills and knowledge so that the computer users can perform their jobs more
securely

e Building in-depth knowledge, as needed, to design, implement, or operate security
programs for organizations and systems

Information Classification:

The information that an organization process must be classified according to the organization’s
sensitivity to its loss or disclosure. The information system owner is responsible for defining the
sensitivity level of the data. Classification according to a defined classification scheme enables
security controls to be properly implemented. The information classification process also
supports disaster recovery planning and business continuity planning.
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Information Classification Benefits

e [t executives’ organization’s security policies.

e [thelpsto identify that which information is the most sensitive to the organization.
e |t supports the data confidentiality, integrity, and availability.

e It helps to identify those which protections is applicable for which information.

Classification Criteria
Several criteria may be used to determine the classification of an information object:

e Value — Value is the number one commonly used criterion for classifying data in the
private sector. If the information is valuable to an organization or its competitors, then
it needs to be classified.

e Age — The classification of information might be lowered if the information’s value
decreases over time. In the U.S. Department of Defence, some classified documents are
automatically declassified after a predetermined time period has passed.

e Useful life — If the information has been made obsolete due to new information,
substantial changes in the company, or other reasons, the information can often be
declassified.

e Personal association — If information is personally associated with specific individuals
or is addressed by a privacy law, it might need to be classified. For example, investigative
information that reveals informant names might need to remain classified.

Information Classification Procedures
There are several steps in establishing a classification system. These are the steps in priority
order:

1. Identify the appropriate administrator and data custodian. The data custodian is
responsible for protecting the information, running backups, and performing data
restoration.

2. Specify the criteria for classifying and labelling the information.

3. Classify the data by its owner, who is subject to review by a supervisor.

4. Specify and document any exceptions to the classify cation policy.

5. Specify the termination procedures for declassifying the information or for transferring

custody of the information to another entity.

6. Create an enterprise awareness program about the classify cation controls.
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Virtual Private Networks

VPN stands for "Virtual Private Network" and describes the opportunity to establish a
protected network connection when using public networks. VPNs encrypt your internet traffic
and disguise your online identity. This makes it more difficult for third parties to track your
activities online and steal data.

Working principle of VPN

A VPN hides the IP address of the user and control the network through a specially configured
remote server run by a VPN host. This means that if you surf online with a VPN, the VPN server
becomes the source of your data. This means your Internet Service Provider (ISP) and other third
parties cannot see which websites you visit or what data you send and receive online. A VPN
works like a filter that turns all your data into "garbage". Even if someone were to get their hands
on your data, it would be useless. A VPN connection hides your data traffic online and protects
it from external access.

Features of VPN
e Encryption of IP address: The primary job of a VPN is to hide the IP address from the
ISP and other third parties. This allows you to send and receive information online
without the risk of anyone but you and the VPN provider seeing it.

e Encryption of protocols: A VPN should also prevent you from leaving any proof, in the
form of internet history, search history and cookies. The encryption of cookies is
especially important because it prevents third parties from gaining access to confidential
information such as personal data, financial information and other content on websites.

e  Kill switch: If your VPN connection is suddenly interrupted, your secure connection will
also be interrupted. A good VPN can detect this sudden downtime and terminate all the
activities of the user.

e Two-factor authentication: By using a variety of authentication methods, a strong VPN
checks everyone who tries to log in. For example, you might be prompted to enter a
password, after which a code is sent to your mobile device. This makes it difficult for
uninvited third parties to access your secure connection.

Benefits of a VPN connection

e Secure encryption: With the help of a VPN, online activities can be hidden even on
public networks.

e Disguising your whereabouts : VPN servers essentially act as your proxies on the
internet. Because the actual location cannot be determined. In addition, most VPN
services do not store logs of your activities.

e Access to regional content: Regional web content is not always accessible from
everywhere. Services and websites often contain content that can only be accessed
from certain parts of the world. Standard connections use local servers in the country
to determine your location. This means that you cannot access content at home while
traveling, and you cannot access international content from home.
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e Secure data transfer: If you work remotely, you may need to access important files on
your company’s network. For security reasons, this kind of information requires a secure
connection. To gain access to the network, a VPN connection is often required. VPN
services connect to private servers and use encryption methods to reduce the risk of
data leakage.

Key management

Key management refers to managing cryptographic keys within a cryptosystem. It deals with
generating, exchanging, storing, using and replacing keys as needed at the user level. A key
management system will also include key servers, user procedures and protocols, including
cryptographic protocol design. The security of the cryptosystem is dependents upon the
successful key management.

When designing a Key Management System, a system designer may be not necessarily be a
member of the organization that will be using the system. Therefore, he may not have access to
the policies of the organization. Often the designer will create a set of policies and features that
are commonplace for the organization’s market. The designer will normally then provide
documentation to explain how these policies and features are used within the Security Policy.

Key Management Compliance

This includes the following individual compliance domains:

e Physical security —the most visible form of compliance, which may include locked doors
to secure system equipment and surveillance cameras. These safeguards can prevent
unauthorized access to printed copies of key material and computer systems that run
key management software.

e Logical security — protects the organization against the theft or unauthorized access of
information. This is where the use of cryptographic keys comes in by encrypting data,
which is then rendered useless to those who do not have the key to decrypt it.

e Personnel security — this involves assigning specific roles or privileges to personnel to
access information on a strict need-to-know basis. Background checks should be

performed on new employees along with periodic role changes to ensure security.

Problems and Challenges of Key Management

Managing keys can be a challenge, especially for larger organizations that rely upon
cryptography for various applications. The primary problems that are associated with managing
cryptographic keys include:

e Using the correct procedure to update system certificates and keys
e Updating certificate and keys before they expire

e Dealing with proprietary issues when keeping track of crypto updates with legacy
systems

e Locating remote devices that need to be updated
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Ten Security Tips for a Key Management System

Document the Security Policy so that it is easily understood.

Maintain malware protection

Patch vulnerabilities and turn off non-essential services on servers and devices
Perform third-party penetration testing

Make the system easy to use

Set up remote monitoring

Define appropriate crypto-periods for keys

Assign key management system roles and responsibilities

Meet the goals of the organization’s information security policies

10 Define and classify cryptographic zones

CHNOURWNE

Public Key and Encryption Key management

Public key
Public key is a class of cryptographic protocol based on algorithms. This method of cryptography

requires two separate keys, one that is private or secret, and one that is public. Public key
cryptography uses a pair of keys to encrypt and decrypt data to protect it against unauthorized
access or use. Network users receive a public and private key pair from certification authorities.
If other users want to encrypt data, they get the intended recipient’s public key from a public
directory. This key is used to encrypt the message, and to send it to the recipient. When the
message arrives, the recipient decrypts it using a private key, to which no one else has access.

Public key cryptography remains the most secure protocol (over private key cryptography)
because users never need to transmit or reveal their private keys to anyone, which lessens the
chances of cyber criminals discovering an individual’s secret key during the transmission.

Encryption key management

Encryption is the process of pushing the data so that only the intended party/organization can
access it. This process is done through the use of security tools known as encryption keys or
cryptographic keys. Each key consists of a randomly generated string of bits that are used to
encrypt (and/or decrypt) data.

Encryption key management is administering the full lifecycle of cryptographic keys. This
includes: generating, using, storing, archiving, and deleting of keys. Protection of the encryption
keys includes limiting access to the keys physically, logically, and through user/role access.

Encryption key management involves:

e Developing and implementing a variety of policies, systems, and standards that govern
the key management process

e Performing necessary key functions such as key generation, pre-activation, activation,
expiration, post-activation etc.

e Securing physical and virtual access to the servers.

e Limiting user/role access to the encryption keys.
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Digital certificates

A Digital Certificate is an electronic "password" that allows a person, organization to exchange
data securely over the Internet using the public key infrastructure (PKI). Digital Certificate is also
known as a public key certificate or identity certificate.

Digital certificates are used in public key cryptography functions. They are most commonly used
for initializing secure SSL (Secure Sockets Layer) connections between web browsers and web
servers. Digital certificates are also used for sharing keys to be used for public key encryption
and authentication of digital signatures.

SSL (Secure Sockets Layer): Secure Sockets Layer (SSL) is a networking protocol designed for
securing connections between web clients and web servers over an insecure network, such as
the Internet.

Digital certificates are used by all major web browsers and web servers to provide assurance
that published content has not been modified by any unauthorized actors, and to share keys for
encrypting and decrypting web content. Digital certificates are also used in other contexts, both
online and offline, for providing cryptographic assurance and privacy of data.

Types of Digital Certificates

There are three types of Digital Certificates; namely

1. TLS/SSL Certificate: TLS/SSL (Transport Layer Security/Secure Socket Layer)
Certificates are installed on the server. The purpose of these certificates is to
ensure that all communication between the client and the server is private and
encrypted.

2. Code Signing Certificate: Code Signing Certificates are used to sign software or
files that are downloaded over the internet. They're signed by the
developer/publisher of the software. Their purpose is to guarantee that the
software or file is genuine and comes from the publisher

3. Client Certificate: Client Certificates or Digital IDs are used to identify one user
to another, a user to a machine, or a machine to another machine. One common
example is emails, where the sender digitally signs the communication, and the
recipient verifies the signature. Client certificates authenticate the sender and
the recipient.

Memory Cards

Memory cards provide non-volatile storage of information, but they do not have any processing
capability. A memory card stores encrypted passwords and other related identifying
information. A telephone calling card (SIM CARD) and an ATM card are examples of memory
cards.
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Implementing Identity Management

Identification and authentication are the keystones of most access control systems.
Identification is the act of a user admitting an identity to a system, usually in the form of a
username or user logon ID to the system. Authentication is a process that verifies the user’s
identity by implementing password technic at the time of logon. Authentication is based on the
following three factor:

e Type 1 — Something you know, such as a personal identification number (PIN) or
password

e Type 2 — Something you have, such as an ATM card or smart card
e Type 3 — Something you are (physically), such as a finger print or retina scan

Identity management includes....

e Establishing a database of identities and credentials

e Managing users’ access rights

e Enforcing security policy

e Developing the capability to create and modify accounts
Setting up monitoring of resource accesses

e Installing a procedure for removing access rights

e Providing training in proper procedures

Controls and Autonomic System

Controls

Controls are implemented to manage the risk factor. Controls provide accountability for
individuals who are accessing sensitive information in a cloud environment. This accountability
is accomplished through access control mechanisms that require identification and
authentication, and through the audit function. These controls must be in accordance with and
accurately represent the organization’s security policy. Control measures can be administrative,
logical (also called technical), and physical in their implementation.

e Administrative control includes policies, procedures, security, background checks, work
habit checks, and increased supervision.

e Logical or technical controls involve the restriction of access to systems and the
protection of information. Examples of these types of controls are encryption, smart
cards, access control lists, and transmission protocols.

e Physical controls incorporate guards and building security in general, such as the locking

of doors, the securing of server rooms or laptops, the protection of cables, the
separation of duties, and the backing up of fi les.
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Autonomic Systems

The autonomic computing system has the goal of performing self-management to maintain
correct operations despite alarms to the system. Such a system requires physical inputs,
decision-making capability, and the ability to implement various activities to maintain the
normal operation.

An Autonomic system controls the following systems.

e Malicious attacks

e Hardware or software faults

e Excessive CPU utilization

e Power failures

e Organizational policies

e |nadvertent operator errors

e Interaction with other systems
e Software updates

The eight autonomic computing concepts are:

e Self-awareness — An autonomic application/system “knows itself” and is aware of its
state and its behaviours.

e Self-configuring — An autonomic application/system should be able to configure and
reconfigure itself under varying and unpredictable conditions.

e Self-optimizing — An autonomic application/system should be able to detect sub-
optimal behaviours and optimize itself to improve its execution.

e Self-healing — An autonomic application/system should be able to detect and recover
from potential problems and continue to function smoothly.

e Self-protecting — An autonomic application/system should be capable of detecting and
protecting its resources from both internal and external attack and maintaining overall
system security and integrity.

e Context-aware — An autonomic application/system should be aware of its execution
environment and be able to react to changes in the environment.

e Open — An autonomic application/system must function in a heterogeneous world and
should be portable across multiple hardware and software architectures. Consequently,
it must be built on standard and open protocols and interfaces.

e Anticipatory — An autonomic application/system should be able to anticipate, to the

extent possible, its needs and behaviours and those of its context, and be able to
manage itself proactively.
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UNIT-8

Market Based Management of Clouds

The Real Potential of cloud computing is that, to facilitates the establishment of a market for
trading IT utilities. Market oriented cloud computing is a virtual market place where IT Service
can be trade.

Reference model of market oriented cloud computing (MOCC)
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e Auctioneer:- The auctioneer is in charge of keeping track of the running auctions in the
market place and verifying that the auctions for services are properly conducted and
prevented from performing illegal activities.

e Bank:-the bank is the component that takes care of the financial aspect of all the
operations happening in the virtual market place.

Market oriented architecture for data centres

Users/ & a A a 6 ﬁ 6
The major components of architecture are:- s B

Brokers:- They submit their service requests from Service Request Examiner and
. Admission Control
anywhere in the world to the cloud. - Customer-driven Service Management

- Computational Risk Management

SLA resource allocator:-It is a kind of interface SLA "A“‘°”°""°Res"“’“Ma”agf'“e"‘ <
between users and cloud service provider which IZT::::Z;?:
. Pricin Accounting |
enable the SLA oriented resource management. [I o) | 4 9]
A 4
Service request examiner and admission control:-It VM Service Request

Monitor | | Dispatcher Monitor

4 QiiTDbbD
A

interprets the submitted request for QoS (Quality Of
Service) requirement before determining whetherto  yjryal

» » » »
accept or reject the request M?\(;Mm:)es _] _l J _l_’

l_—A
;A

Pricing:-It is responsible for billing based on the

resource utilised. Physical

Machines

([ \lll
[ I ‘N Cmm

Cloud Computing 52




Accounting:- It is responsible for maintaining the actual resources used by the user, so that the final
coat can be charged to the users.

VM monitor:- It keeps the track on the availability of VMs and their resources.
Dispatcher:- The dispatcher mechanism starts the execution of accepted requests on allocated VMs.

Cloud request monitor:- It keeps the track on execution of request with SLA.

Cloud Information security vendors

Cloud Security is the set of policies and technologies designed to protect data and
infrastructure involved in a cloud computing environment. The top concerns that the cloud
security companies are looking into the Identity, Access management, and Data privacy.

Top cloud security companies

e FireEye: In October 2019, FireEye announced its FireEye Cloud Security Solution, which
includes cloud versions of FireEye Network Security, Detection On Demand security
scanning, and the FireEye Helix security operations platform.

e Lacework: Lacework is a cloud workload security and compliance solution that is well
suited for organizations looking for a visual approach to cloud security.

e McAfee: McAfee has a broad set of cloud security capabilities, including CASB, data
loss prevention (DLP) and threat prevention.

e Palo Alto Networks: Palo Alto Networks has one of the most comprehensive cloud
native security platforms in the market, with deep capabilities to help organizations

with workload security.

e Symantec: Symantec has multiple cloud security functions within its portfolio,
including workload protection and CASB.

Cloud Federation, characterization

Cloud Federation, also known as Federated Cloud is / \

the deployment and management of several

external and internal cloud computing services to
match business needs. It is a multi-national cloud

system that integrates private, community, and \

public clouds into scalable computing platforms.

Federated cloud is created by connecting the cloud

environment of different cloud providers using a
common standard.
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The architecture of Federated Cloud:
o il

1. Cloud Exchange /

The Cloud Exchange acts as a mediator cemmne

Compute Cloud

between cloud coordinator and cloud broker. &__ @ cocoen
The demands of the cloud broker are taken ﬁ'.' . i

care by the cloud exchange to the available =t cewsrore Ttesseiiie storage cloua

services provided by the cloud coordinator.

2. Cloud Coordinator
ompute Cloud
The cloud coordinator assigns the resources of

the cloud to the remote users based on the quality of service they demand and the credits they
have in the cloud bank. The cloud enterprises and their membership are managed by the cloud
controller.

7

3. Cloud Broker

The cloud broker interacts with the cloud coordinator, analyses the Service-level agreement and
the resources offered by several cloud providers in cloud exchange. Cloud broker finalizes the most
suitable deal for their client.

Benefits of Federated Cloud:

1. It minimizes the consumption of energy.
2. It increases reliability.
3. It minimizes the time and cost of providers due to dynamic scalability.

4. It connects various cloud service providers globally. The providers may buy and
sell services on demand.

Cloud Federation stack

Cloud federation requires one provider to
wholesale or rent computing resources to
another cloud provider. Those resources
become a temporary or permanent
extension of the buyer's cloud computing
environment, depending on the specific
federation agreement between
providers.

Cloud Federation

Private Cloud

Cloud Provider 2

Cloud federation offers two big benefits to

cloud providers.

First, it allows providers to earn revenue from computing resources which are idle or
underutilized.

Second, cloud federation enables cloud providers to expand their geographic area and
accommodate more users without establishing a new cloud server.
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Third Party Cloud service

The third party cloud services is the services in which user want to acquire when he/she is not
getting that service from acquired or hired cloud provider.

Advantages:

1. Maintenance and support: If something goes wrong it is the duty of the provider to
ensure the problem is fixed.

2. Security Benefit: A lot of company feel more secure putting their data in the hands of
an experienced cloud computing provider rather than jumping into the unknown and

trying to manage the security of their important data themselves.

3. Cost advantages: Third party clouds are particularly advantageous for SMBs (Small and
Medium Business) because they do not require huge investments.

Disadvantages:

1. Security worries: You are entirely responsible for the security of your own data.

2. Lack of control: With third party cloud computing you have minimal control over cloud
and its management.

3. Potential cost drawbacks: If you will access the third party cloud for along period like
Syears or more than it is not a cost worthy.

Case study
Google App Engine:
e Google App Engine is An example of Platform as a Service (PaaS).

e Google App Engine provides Web app developers and enterprises with access to
Google's scalable hosting and 1-tier Internet service.

e Google App Engine provides a scalable runtime based on the Java and Python
programming language.

e Applications in Google app engine stores data in Google BigTable.

e Application in Google app engine uses Google query language.

e Ifapplications are non-compatible to Google app engine, than application needed to
be make compatible with Google app engine. All application are not supported by

Google app engine.

e Google App Engine also removed some system administration and developmental
tasks to make it easier to write scalable applications.
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Cost of Google App Engine:

1. Google app engine provides limited resource usage as free of cost.

2. After free resource usage limit users can per day or per minute basis.

There are following reasons to use Google app engine:

Google app engine allows you to build web applications on the same stable and extendable
platform which having support facility of Google’s large number of applications.

1. Google app engine gives facility to use and run applications in Google's data centre.

2. Google app engine's language Java and Python are easy to understand and
implement.

3. This platform is absolutely free; you can purchase additional resources if needed.
4. Using Google accounts you can use Google app engine's services.

5. Itis easy to scale up as your data storage and traffic needs grows with time.

6. Google also provides marketing facility to our apps.

7. User can easily write the application code, and can test it on own local system and
upload it to Google at the click of a button or with a few lines of command script.

8. There is no need to take approval from system administration to upload or launch a
new version of the application.

9. Google takes care of all the apps maintenance and allows users/developers to focus on
the features of the application.
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UNIT-9
Hadoop

Introduction

Hadoop is an open-source java-based software framework sponsored by the Apache Software
Foundation for distributed storage and distributed processing of very large data sets on
computer clusters built from commodity hardware. It provides storage for big data at reasonable
cost.

Data Source
Hadoop solves two key challenges with traditional databases:

Capacity: Hadoop stores large volumes of data. By using a distributed file system called HDFS
(Hadoop Distributed File System), the data is split into chunks and saved across clusters of
available servers. As these available servers are built with simple hardware configurations, these
are economical and easily scalable for a large amount of data.

Speed: Hadoop stores and retrieves data faster. It uses the Map Reduce functional programming
model to perform parallel processing across data sets. So, when a query is sent to the database,
instead of handling data sequentially, tasks are split and simultaneously run across the
distributed servers. Finally, the output of all tasks is collated and sent back to the user. In this
way it drastically improves the processing speed.

Data storage and Analysis

Apache Hadoop consist of two major parts:
1. Hadoop Distributed File System (HDFS)

2. MapReduce

Hadoop Distributed File System:

e HDFS is a file system or storage layer of Hadoop. It can store data and can handle very
large amount of data.

e When capacity of file is large then it is necessary to partition it. And the file systems
manage the storage across a network of machine are called distributed file systems.

Hadoop keep data safe by duplicating data across nodes.
MapReduce:

MapReduce is a programming framework. It organize multiple computers in a cluster in order
to perform the calculations. It takes care of distributing the work between computers and
putting results together.
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Characteristics of Hadoop:

Hadoop provides a reliable shared storage(HDFS) and analysis system (Map Reduce).
Hadoop is highly scalable. It can contain thousands of servers.

Hadoop works on the principles of write once and read multiple times.

Hadoop is highly flexible, can process both structured as well as unstructured data

PwnNPR

Comparison with other system

RDBMS (Relational Database Management System): RDBMS is an information management
system, which is based on a data model. In RDBMS tables are used for information storage.
Each row of the table represents a record and column represents an attribute of data.
Organization of data and their manipulation processes are different in RDBMS from other
databases. The purpose of RDBMS is to store, manage, and retrieve data as quickly and
reliably as possible.

Hadoop: It is an open-source software framework used for storing data and running
applications on a group of commodity hardware. It has large storage capacity and high
processing power. It can manage multiple concurrent processes at the same time. It is used in
predictive analysis, data mining and machine learning. It can handle both structured and
unstructured form of data. It is more flexible in storing, processing, and managing data than
traditional RDBMS. Unlike traditional systems, Hadoop enables multiple analytical processes
on the same data at the same time. It supports scalability very flexibly.

Below is a table of differences between Data Science and Data Visualization:

Sl No RDBMS HADOOP
1 Traditional row-column based databases, | An open-source software used for storing data
basically used for data storage, manipulation and | and running applications or processes
retrieval. concurrently.
In thi h i
2 In this structured data is mostly processed. n this both structured and unstructured data is
processed.
3 It is best suited for OLTP (Online Transactional
Processing) is a type of data processing It is best suited for BIG data.
environment.
4 It is less scalable than Hadoop. It is highly scalable.
5 Data normalization is required in RDBMS. Data normalization is not required in Hadoop.
6 It stores transformed and aggregated data. It stores huge volume of data.
7 It has no latency in response. It has some latency in response.
8 The data schema of RDBMS is static type. The data schema of Hadoop is dynamic type.
9 High data integrity available. Low data integrity available than RDBMS.
10 Cost is applicable for licensed software. Free of cost, as it is an open source software.
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